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THE MAILING DATE OF THIS COMMUNICATION. 

- Extensions of time may be available under the provisions of 37 CFR 1 .136(a). In no event, however, may a reply be timely filed 
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Status 

1 )M Responsive to communication(s) filed on 23 September 2004 . 
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Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d). 
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1 . Claims 1-20 are presented for examination. 

2. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all obviousness rejections set forth 
in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 1 02 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

3. Claims 1-7, 10-16, and 19-20 are rejected under 35 U.S.C. 103(a) as being unpatentable over Nagle, D., 
Active Storage Networks, www.ece.cmu. edul-asn/old/pubs/Active%20Storaqe%20Nets%201ntro-odf, Carnegie 
Mellon Univ., pp. 1-14, July 16, 1998, in view of Latif et al. (6,400,730). 

Latif et al. was cited by examiner on paper dated 1 1/17/2003. 

Apparatus claims 10-16 and 19-20 will be discussed before method claims 1-7. 

Regarding claim 10, Nagle teaches the invention substantially as claimed by disclosing an apparatus (p. 4 
slide 7 active router) that facilitates operations related to data storage between a first device (p. 4 slide 7 pc/client) 
and at least one data storage unit (p. 4 slide 7 NASD) in a computer network (p. 4 slide 7 showing LAN/WAN protocol 
between the pc and active router) comprising: A file system that indicates location of data stored on at least one data 
storage unit (p. 4 slide 7 showing file system );circuitry that processes network protocol data units associated with the 
operations based on storage services protocol set information to facilitate transmission of the data unit (p. 4 slide 7 
active router). Nagle does not explicitly teach a system wherein said processing of the protocol data units includes 
encapsulating non-network protocol transactions into network protocol data units. 

Latif et al. expressly taught a system wherein said processing of the protocol data units includes 
encapsulating non-network protocol transactions into network protocol data units (col. 6, line 58 -col. 7, line 25). 

It would have been obvious to combine the two reference as both are directed to the solution of the same 
problem, accessing storage over a multi-protocol network. 

Regarding claim 11, Nagle teaches an apparatus wherein said circuitry balances loads associated with 
selected read transactions (p. 5 slide 10). 

Regarding claim 12, Nagle teaches an apparatus wherein said circuitry duplicates data units associated with 
selected write transactions to achieve mirroring (p. 6 slide 11). 

Regarding claim 13, Nagle teaches an apparatus wherein said circuitry duplicates data units associated with 
selected transactions to achieve N-way mirroring (p. 6 slide 11). 

Regarding claim 14, Nagle teaches an apparatus wherein said circuitry duplicates selected metadata (p. 9 

slide 17). 

Regarding claim 15, Nagle teaches an apparatus wherein said circuitry facilitates ensuring right to access 
based on originator (p. 7 slide 13 access control). 

Regarding claim 16, Nagle teaches a system wherein said circuitry blocks access to selected destinations 
(p. 7 slide 13 access control). 

Regarding claim 20, Nagle teaches a system wherein said circuitry includes a switch (p. 5 slide 10). 
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Regarding claims 1-7, they are method claims corresponding to apparatus claims 10-16, respectively. Since 
they do not teach or define above the information in the corresponding apparatus claims, they are rejected under the 
same basis. 

Claims 8-9 and 17-18 are rejected under 35 U.S.C. 103(a) as being unpatentable over Nagle in view Latif et 
al. (6,400,730) and further in view of Pfleeger, C, Security in Computing, 2 n d ed. t Prentice-Hall PTR, pp. 286-292, 
1997. Apparatus claims 17-18 will be discussed before method claims 8-9. 

Regarding claim 17, the combination of Nagle in view of Kumar teaches the invention substantially as 
claimed. See the rejection of claim 10 above. The combination of Nagle in view of Kumar Nagle teaches a system 
including a secure server environment (p. 8 slide 16) but does not teach a system wherein said circuitry monitors and 
logs access. Pfleeger on the other hand teaches that auditing is a key feature of secure systems (p. 289) and that 
auditing includes monitoring and logging access (p. 291 logging security events). It would have been obvious to one 
of ordinary skill in the art at the time the invention was made to combine Pfleeger's auditing system with the secure 
system of the combination of Nagle in view of Kumar because of Pfleeger's teaching that auditing is a key feature of 
secure systems. 

Regarding claim 18, the combination of Nagle in view of Kumar teaches the invention substantially as claimed. See 
the rejection of claim 17 above. The combination of Nagle in view of Kumar does not teach a system wherein said 
circuitry employs results from access monitoring and logging to detect unauthorized intrusion. Pfleeger on the other 
hand teaches the use of audit information in an intrusion detection system (p. 292). An intrusion detection uses such 
a system to detect unauthorized intrusion. It would have been obvious to one of ordinary skill in the art at the time the 
invention was made to combine Pfleeger's automated intrusion detection system with the secure system of the 
combination of Nagle in view of Kumar because of Pfleeger's teaching that it enhances security by reducing the 
amount of audit information a human must review (p. 292). 

Regarding claims 8-9, they are method claims corresponding to apparatus claims 17-18, respectively. Since 
they do not teach or define above the information in the corresponding apparatus claims, they are rejected under the 
same basis. 

Regarding claim 19, Nagle teaches a system wherein said circuitry includes a host (p. 7 slide 13 file manager and 
slide 14 manager). 

The prior art made of record and not relied upon is considered pertinent to applicant's disclosure. 
Boggs et al. 5,959,994 
Blumenau 5,996,024 
Wangetal. 6,470,382 
Kwan et al. 6,658,459 
Wilson 6,738,821 
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4. Any inquiry concerning this communication or earlier communications from the examiner should be directed 
to Larry D Donaghue whose telephone number is 571-272-3962. The examiner can normally be reached on M-F 

8:00-5:00. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's supervisor, John 
Follansbee can be reached on 571-272-3964. The fax phone number for the organization where this application or 
proceeding is assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from the Patent Application Information 
Retrieval (PAIR) system. Status information for published applications may be obtained from either Private PAIR or 
Public PAIR. Status information for unpublished applications is available through Private PAIR only. For more 
information about the PAIR system, see http://pair-direct.uspto.gov. Should you have questions on access to the 
Private PAIR system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 
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